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Alot effort to get IoT secure!
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And it is still growing!
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Average Time To Compromise
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Evaluation

TTCo: naive

TTC1: + continous & fix
TTC2: + using faculty
TTC3: + independent (math complete)
TTC4: + precalculate faculty i < 100

Algorithm | Min Max | Avg TTC/sec | Performance

TTCO 13.23s | 13.74s | 13.37s | 150 x1.0
TTC1 8.41s 8.46s 8.44s 237 x1.6
TTC2 1.65s 1.67s 1.66s 1206 x 8.1
TTC3 1.06s 1.12s 1.09s 1841 x12.3

TTC4 0.77s | 0.80s | 0.78s | 2552 x17.1




QUL Oistribution

Simple idea: skill is a random variable

/1 TTC(v,s,k)-d(s)ds
0

Challange: can we find one in the wild
Occurance

Yes! We can.

& d = Betan, a =15 and 8 =2
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‘F Set of all vulnerabilities

V(a, 1) = {y € W| y affects o for compromise type 7}
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Compromise Type a vulnerability
Types: Example TTCa:
time-to-compromise-execution (TTCe) V = {y € W|y affects a and (DAF-effect is DoS
o-compromise-confidentiality (TTCc) or CVSS-availability-impact is not none

romise-integrity (TTCi) or CVSS-integrity-impact is complete)
ise-availability (TTCa) and DAF-effect is not XSS}
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Evaluation
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Evaluation

Exploit complexity differs per product
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