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• Computer forensic consideration proofs whether the

court exhibit (i.e. PC) was used as an instrument of 
crime

• Consideration literally stops at the „keyboard“
• 2FA app examination puts the user (perpetrator) into 

focus
• Otherwise defense strategy could be: „it wasn’t me“
• However analyzing authentication process closes the gap
• Chain of evidence could be closed
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• 𝑺 = 𝑯(𝒓𝒂 ∥ 𝒈𝒈𝑲𝑾), see RFC 2289
• Of  central importance is the "shared secret" (ggKW), as  

an essential basis for calculating the OTP
• Three different types can be distinguished: 

• time-controlled method  
• challenge-response controlled method  
• event-driven method

• Security of the 2FA app strongly depends on integrity 
of the operating system
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• Determine most popular 2FA apps (cf. downloads)
• Install the apps via Google PlayStore
• Save "zero evidence" with a script (before execution)
• Record network-traffic during execution 
• Re-backup after execution and configuration
• Calculate the differences of both snapshots
• Analysis of the collected data
• Verification of the results using tests in AVD
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• 50 % of apps do not encrypt „shared secret“
• 12.5 % of the apps only use other notation 
• Security strongly dependent on OS
• 56 % of the apps allow copying the DB
• Only about 1/5 of the apps offer PIN protection
• Only 44 % do not generate network traffic
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// Conclusion
• Pro 2FA-App

• Comprehensive use of 2FA is recommended 
• 2FA app reduces number of devices to carry  
• SM have more (transparent) data/sensors 

• Pro HW-Token

• HW token self-sufficient -> no area of attack via remote  
• "Stealing" the "shared secret" undermines factor property 
• 2FA apps persuade to use a single device only 
• Spread of specific malware threatens 2FA apps 
• FIDO-Alliance combines secure hardware and PKI
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Thank you for your attention
Questions? 42!


