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 A log is a “regular or systematic record of incidents or 

observations” 

 Logging systems are an integral part of modern server systems 

 

 Several secure logging protocols have been proposed: 

 M. Bellare and B. Yee - Forward integrity for secure audit logs (1997) 

 B. Schneier and J. Kelsey - Secure audit logs to support computer 

forensics (1999) 

 J. E. Holt - Logcrypt: Forward security and public verification for secure 

audit logs (2006) 

 D. Ma and G. Tsudik - A new approach to secure logging (2009) 

 R. Accorsi - Bbox: A distributed secure log architecture (2010) 
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 Our aim is to establish a framework to 

 compare secure logging approaches including their fundamental 

properties authenticity and completeness 

 identify combinations of assumptions under which it is impossible to 

implement authenticity or completeness 

 show the precise influence of trusted hardware on the properties that 

secure logging protocols can achieve 
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Overall System Model 

NAS = Network-Attached Storage   

HSM = Hardware Security Mechanism 
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Attacker Model 

Type of 

Attacker 

Ability/Behavior 

Local 

weak 

read/write to Lk 

Global 

weak 

read/write to L1.......Ln 

Local 

strong 

inject Lk Dk and 

change Dk 

Global 

strong 

inject L1....Ln D1....Dn  

and change D1....Dn 
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Weak attacker 

Strong attacker 

We allow for the existence of a (minimal) 

tamper proof hardware security module 

(HSM) within a logging device 
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Security Properties 

1 

2 

3 

4 

A 

B 

C 

D 

e α 

 AUTHENTICITY – logs are created only if a corresponding event 

happened 

 COMPLETENESS – if (at least after a certain time) every event that 

happens is actually reflected in the log 

 FORWARD-INTEGRITY – successful key compromise only affects 

a constant number of log entries in the past 
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Weak attacker 

Strong attacker 
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 Local authenticity (for one log) 

 a logging protocol satisfies local authenticity for log 𝐿𝑘 if and only if for 

each entry in the log of 𝐿𝑘 that is accepted by the verifier, there exists a 

corresponding event that actually happened 

 Local completeness (for one log) 

 a logging protocol satisfies local completeness for log 𝐿𝑘 if and only if for 

every event that actually happens, a corresponding log entry eventually 

exists permanently in the log of 𝐿𝑘 which is accepted by the verifier 

 Forward-integrity  

 a “finite” version of local authenticity  

 authenticity of 𝐿𝑘 holds for all log entries that were generated before the 

attack on 𝐿𝑘 took effect 
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Authenticity, Completeness, 
and Forward-Integrity 



Property of Framatome - © Framatome 

All rights reserved 

 

 Global authenticity (for all logs) 

 every log in the system satisfies local authenticity 

 Partial local authenticity  

 a logging protocol satisfies partial local authenticity if and only if it does not 

satisfy global authenticity but at least one log satisfies local authenticity 

 Global completeness (for all logs) 

 every log in the system satisfies local completeness.  

 Partial local completeness 

 a logging protocol satisfies partial local completeness if and only if it does 

not satisfy global completeness but local completeness for at least one log 
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Authenticity and Completeness 
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 A log is complete and authentic 

 

 

 A log is complete but not authentic 

 

 

 

 A log is authentic but not complete 

 

 

 A log is neither authentic nor complete 
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p.12 

Examples and Counterexamples for Authenticity  
and Completeness 

𝑒1 

𝑒2 

 

𝑙1 

𝑙2 

𝑙3 

𝑒1 

𝑒2 

 

𝑙1 

 

 

𝑒1 

 

 

 

𝑙2 

𝑒1 

𝑒2 

 

𝑙1 

𝑙2 
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 Standard syslog event messages are unsigned 

 A weak attacker is able to add, modify, forge, and delete 

messages 

 

 Achieved Properties 

 neither authenticity nor completeness against even weak attackers 
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Syslog 

𝑒1 

𝑒2 

𝑒3 

𝑒4 

𝑙1 

𝑙2 

𝑙3 

𝑙4 

𝐿𝑘 . 𝑎𝑝𝑝𝑒𝑛𝑑 (𝑙𝑗) 
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Schneier and Kelsey 
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𝐴0 

𝐴1 

𝐴2 

𝐻 

𝐻 

𝐻 

𝐻 𝑙1 ∥ 𝑌0  MAC 

𝑍1 𝑙1 

𝐴0 

𝐻 

𝑙𝑗 

𝑍𝑗 

𝑀𝐴𝐶 

Initial Secret key 

Hash function 

MAC function 

j-th log entry 

j-th signature 

Output 

𝑌0 Internal variable 

𝑌1 

𝐻 𝑙2 ∥ 𝑌1  𝑀𝐴𝐶 

𝑍2 𝑙2 Output 𝑌2 
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 Original protocol within our framework: 

 Upon receipt of event message 𝑒𝑗, logging device 𝐷𝑘  

● 𝐶𝑜𝑚𝑝𝑢𝑡𝑒𝑠 𝑌𝑗 ← 𝐻 𝑙𝑗 ∥ 𝑌𝑗−1  𝑓𝑜𝑟 𝑙𝑗 ∼ 𝑒𝑗  

● 𝐶𝑜𝑚𝑝𝑢𝑡𝑒𝑠 𝑍𝑗 ⟵ 𝑀𝐴𝐶(𝐴𝑗−1
𝑘 , 𝑌𝑗) 

● 𝐴𝑗
𝑘 ← 𝐻(𝐴𝑗−1

𝑘 ) 

● 𝐸𝑟𝑎𝑠𝑒𝑠 𝐴𝑗−1
𝑘  𝑠𝑒𝑐𝑢𝑟𝑒𝑙𝑦 𝑓𝑟𝑜𝑚 𝑚𝑒𝑚𝑜𝑟𝑦 

● 𝐿𝑘 . 𝑎𝑝𝑝𝑒𝑛𝑑 (𝑙𝑗 , 𝑌𝑗 , 𝑍𝑗) 

 

 Achieved Properties 

 forward-integrity 

 partial local completeness 

Principles of Secure Logging for Safekeeping Digital Evidence – Edita Bajramovic p.16 

Schneier and Kelsey 
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Holt’s Logcrypt  
 

𝑃𝑟𝑖𝑣0 𝑍1 

𝑙1 ∥ 𝑃𝑢𝑏1 

𝑆𝑖𝑔𝑛 

𝑃𝑟𝑖𝑣0 

𝑃𝑢𝑏0 

𝐿𝑎𝑟𝑔𝑒  
𝑅𝑎𝑛𝑑𝑜𝑚  
𝑁𝑢𝑚𝑏𝑒𝑟 

𝐾𝑒𝑦 
Generatio

n 

Initial Private/Public key  

pair generation 

𝐿1. 𝑎𝑝𝑝𝑒𝑛𝑑 (𝑙1, 𝑃𝑢𝑏1, 𝑍1) 

Sign first log entry 

Erase 𝑷𝒓𝒊𝒗𝟎 securely from memory 

Append 𝒍𝟏, 𝑷𝒖𝒃𝟏, 𝒁𝟏  to Log 

𝑃𝑟𝑖𝑣1 𝑍2 

𝑙2 ∥ 𝑃𝑢𝑏2 

𝑆𝑖𝑔𝑛 

𝐿2. 𝑎𝑝𝑝𝑒𝑛𝑑 (𝑙2, 𝑃𝑢𝑏2, 𝑍2) 

Output: 

Output: 

𝑃𝑟𝑖𝑣1 

𝑃𝑢𝑏1 

𝐿𝑎𝑟𝑔𝑒  
𝑅𝑎𝑛𝑑𝑜𝑚  
𝑁𝑢𝑚𝑏𝑒𝑟 

𝐾𝑒𝑦 
Generatio

n 

Next Private/Public key pair 

generation 
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 Original protocol within our framework: 

 Upon receipt of event message 𝑒𝑗, logging device 𝐷𝑘  

● 𝐶𝑟𝑒𝑎𝑡𝑒𝑠 𝑎 𝑛𝑒𝑤 𝑝𝑢𝑏𝑙𝑖𝑐 𝑝𝑟𝑖𝑣𝑎𝑡𝑒 𝑘𝑒𝑦 𝑝𝑎𝑖𝑟(𝑃𝑢𝑏𝑗
𝑘 , 𝑃𝑟𝑖𝑣𝑗

𝑘) 

● 𝐶𝑜𝑚𝑝𝑢𝑡𝑒𝑠 𝑍𝑗 ⟵ 𝑠𝑖𝑔𝑛(𝑃𝑟𝑖𝑣𝑗−1
𝑘 , 𝑙𝑗 ∥ 𝑃𝑢𝑏𝑗

𝑘) 𝑓𝑜𝑟 𝑙𝑗 ∼ 𝑒𝑗  

● 𝐸𝑟𝑎𝑠𝑒𝑠 𝑃𝑟𝑖𝑣𝑗−1
𝑘  𝑠𝑒𝑐𝑢𝑟𝑒𝑙𝑦 𝑓𝑟𝑜𝑚 𝑚𝑒𝑚𝑜𝑟𝑦 

● 𝐿𝑘 . 𝑎𝑝𝑝𝑒𝑛𝑑 (𝑙𝑗 , 𝑃𝑢𝑏𝑗 , 𝑍𝑗) 

 

 Achieved Properties 

 forward-integrity  

 global authenticity 

 partial local completeness 
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 Achieves protection against truncation attacks by replacing one 

single aggregated signature in the log with every new log entry 

 Original protocol within our framework: 

 Upon receipt of event message 𝒆𝒋, logging device 𝑫𝒌  

● 𝐶𝑜𝑚𝑝𝑢𝑡𝑒𝑠 𝑍𝑗 ⟵ 𝑀𝐴𝐶(𝐴𝑗−1
𝑘 , 𝑙𝑗) 𝑓𝑜𝑟 𝑙𝑗 ∼ 𝑒𝑗  

● 𝐶𝑜𝑚𝑝𝑢𝑡𝑒𝑠 𝑌𝑗 ← 𝐻 𝑙𝑗 ∥ 𝑌𝑗−1  𝑓𝑜𝑟 𝑙𝑗 ∼ 𝑒𝑗  

● 𝐴𝑗
𝑘 ← 𝐻(𝐴𝑗−1

𝑘 ) 

● 𝐸𝑟𝑎𝑠𝑒𝑠 𝐴𝑗−1
𝑘  𝑠𝑒𝑐𝑢𝑟𝑒𝑙𝑦 𝑓𝑟𝑜𝑚 𝑚𝑒𝑚𝑜𝑟𝑦 

● 𝐿𝑘 . 𝑎𝑝𝑝𝑒𝑛𝑑 𝑙𝑗  

● 𝐿𝑘 . 𝑢𝑝𝑑𝑎𝑡𝑒 𝑌𝑗 , 0  

 Achieved Properties 

 forward-integrity    

 global authenticity 

 partial local completeness 
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Ma and Tsudik 



Property of Framatome - © Framatome 

All rights reserved 

 

 

Principles of Secure Logging for Safekeeping Digital Evidence – Edita Bajramovic  p.20 

Outline 

1 

2 System and Attacker Model 

3 

Overview 

4 

Security Properties 

Existing Secure Logging Protocols and Their 

Properties 

5 Findings and Conclusion 



Property of Framatome - © Framatome 

All rights reserved 

 

 

 Regarding completeness: 

 partial local completeness is the best we can achieve in the setting we 

consider 

 

 Regarding authenticity: 

 standard syslog does not achieve any security properties 

 other revisited protocols achieve global authenticity and forward integrity 
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Findings 
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 We presented a framework in which we could uniformly present 

the major secure logging approaches, thereby making the 

comparable  

 We were able to show that Schneier and Kelsey and Holt are 

optimal with respect to achievable security properties 

 The problems of truncation attacks were demonstrated by 

considering the protocol of Ma and Tsudik  

 In future, we intend to expand our work in this direction and 

focus on using consistency conditions to detect log 

manipulations 
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Conclusion 
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