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Centralized Botnets

* Central C2 server

* Star topology

* IRC/HTTP/...

* Single point of failure

Infected Machines
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Unstructured P2P Botnets

e Randomized

* Evade topological
matching

e Statistical methods
necessary
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Existing Approaches
Leverage graph models 0 1 1 0 0
... and random walks
* Focus on structured
botnets 1o, 11, 121
* Do not use open
technologies
* Often assume complete [7]

knowledge on botnet
communication
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Our Approach

* Leverages random walks

* Uses open-source
technologies

 Jested on
unstructured botnets

* Precise when information
S limited

e Can be combined with
ofther approaches
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Communication Graph

No payload data needed

Network operator’s view

Aggregated NetFlow dafa

ldeq: extract well-
connected subgraph

* Approach: Random Walks
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Probability Distribution
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Probability Distribution

* n=10,000 walks
 Oflength k=3
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Probability Distribution

* n=10,000 walks
 Oflength k=3

* With loss 1=0.5
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The Analysis Pipeline

.................................................................

> Reader> Mapper \'_‘;: Loss > Walker >Normalizer> Clusterer>

.................................................................

Aggregate NetFlow data (Python 3.6, networkx)

Evaluation steps:
- Botnet node mapping
- Apply loss functions

Execute random walks (humpy)

Normalize resulfing probabllity distribution
Cluster walk destinations (DBSCAN)



The Test Dataset

Carrier Graphs

Botnet Graphs

TWO07 CTU11 7A24 SA25
Network Diameter 7 12 ) 5
Number of Nodes 66 408 38130 4805 1422
Average Node Degree 2.103 2.062 187.415 416.769
Number of Edges 139628 78626 734010 592 646
Average Path Length 3.959 2.808 2.163 1.776
Average Clustering Coefficient 7 x 104 3x 1073 0.327 0.605

81



The Test Dataset

Carrier Graphs Botnet Graphs

TWO07 CTU11 7.A24 SA25
Network Diameter 7 12 5 5
Number of Nodes 66 408 38130 4805 1422
Average Node Degree 2.103 2.062 187.415 416.769
Number of Edges 139628 78626 734010 592 646
Average Path Length 3.959 2.808 2.163 1.776
Average Clustering Coefficient 7 x 104 3 x 1073 0.327 0.605

* CITUT1 from Czech Technical University

82



The Test Dataset

Carrier Graphs Botnet Graphs

TWO07 CTU11 7A24 SA25
Network Diameter 7 12 ) 5
Number of Nodes 66 408 38130 4805 1422
Average Node Degree 2.103 2.062 187.415 416.769
Number of Edges 139628 78626 734010 592 646
Average Path Length 3.959 2.808 2.163 1.776
Average Clustering Coefficient 7 x 104 3 x 1073 0.327 0.605

* CITUT1 from Czech Technical University

* [A24 /eroAccess communication graph

83



Loss Strategies




Loss Strategies

* Oftfher approaches do
Nnot evaluate limited
network view




Loss Strategies

* Oftfher approaches do
Nnot evaluate limited
network view

* Unrealistic assumptions: / \
/

- All communication 17
relationships captured /

18

16

11

19—

J 5/
N

\/



LLoss Strategies

* Oftfher approaches do
Nnot evaluate limited
network view

* Unredlistic assumptions:

- All communication
relationships captured

- Complete botnet in
known network

17

18 3

v

/\////\




LLoss Strategies

* Oftfher approaches do
Nnot evaluate limited
network view

* Unredlistic assumptions:

- All communication
relationships captured

- Complete botnet in
known network

e Solution; Simulate loss on
communication graph
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« Random subset of
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« Random subset of
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Host-based Visibility

* Sensor deployment
* Randomly chosen

 No communication
between unmonitored
Nosts

* Honeypot scenario
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* Sensor deployment
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Sensor-Network Robustness

* Sensor deployment
* 25 sensors — 90% precision
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High-precision detection
- 83% precision
- With 90% missing edges

Simple architecture

Only open-source algorithms [7]
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