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Structured P2P Botnets
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● Specific rule set
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Our Approach
● Leverages random walss
● Uses opendsource 

technologies
● Tested on

unstructured botnets
● Precise when information 

is limited
● Can be combined with 

other approaches
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Communication Graph

• No payload data needed

• Networs operator’s view

• Aggregated NetFlow data

• Idea: extract welld
connected subgraph

• Approach: Random Walss
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Probability Distribution
● n=10,000 walss
● Of length k=3
● With loss l=0.5
● Fastdmixing artifact



74

The Analysis Pipeline



75

The Analysis Pipeline

● Aggregate NetFlow data (Python 3l6, networkx)



76

The Analysis Pipeline

● Aggregate NetFlow data (Python 3l6, networkx)
● Evaluation steps:

– Botnet node mapping



77

The Analysis Pipeline

● Aggregate NetFlow data (Python 3l6, networkx)
● Evaluation steps:

– Botnet node mapping
– Apply loss functions



78

The Analysis Pipeline

● Aggregate NetFlow data (Python 3l6, networkx)
● Evaluation steps:

– Botnet node mapping
– Apply loss functions

● Execute random walss (numpy)



79

The Analysis Pipeline

● Aggregate NetFlow data (Python 3l6, networkx)
● Evaluation steps:

– Botnet node mapping
– Apply loss functions

● Execute random walss (numpy)
● Normalize resulting probability distribution



80

The Analysis Pipeline

● Aggregate NetFlow data (Python 3l6, networkx)
● Evaluation steps:

– Botnet node mapping
– Apply loss functions

● Execute random walss (numpy)
● Normalize resulting probability distribution
● Cluster wals destinations (DBSCAN)
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The Test Dataset

● CTU11 from Czech Technical University
● ZA24 ZeroAccess communication graph
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● Other approaches do 
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RBED Robustness
● Random Botnet Edge 

Deletion
● 90% loss – 83% precision
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● Sensor deployment
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Conclusion
● Structured and unstructured 

botnets: fastdmixing
● Highdprecision detection

– 83% precision
– With 90% missing edges

● Simple architecture
● Only opendsource algorithms [7]
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