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3

Security 
Organization

Increasing
Complexity

Regulatory
Advice

Rate of
Change

Resources
& Skills



Regulatory Advice (US & International)
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Financial Services

Modernization Act

Sarbanes-Oxley Act (SOX)

Payment Card Industry Data

Security Standard (PCI DSS)

Federal Information Security

Management Act (FISMA)

Public Company Accounting

Oversight Board (PCAOB)
Control Objectives for 

Information and Related 

Technology (CobiT)

Information Technology

Infrastructure Library (ITIL)

International Standards

Organization ISO 2700x



Compliance Model
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Legislation

High Level, Generalized, Information Security Requirements
30,000 ft

Information Processing Standards

e.g. FIPS 199, FIPS 200, GSH

Information System Security Settings

Checklists, Implementation Guidance

Management
Controls

Technical
Controls

Operational
Controls

15,000 ft
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Hands On
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Initiatives to Automate Security
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Objectives

Configuration
Management

Vulnerability 
Management

Patch 
Management

Control 
Compliance 
technically

Measure
Security

– Making Security Measurable

MITRE Corporation

– Security Content Automation Protocol (SCAP)

National Institute of Standards and Technology (NIST)



Building Blocks of Security Automation
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Identify objects uniquely

Define rules

Collect guidance in 
repositories



Identify Objects Uniquely
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• CVE Common

Vulnerability
Enumeration

• CWE Common

Weakness
Enumeration

• CCE Common

Configuration
Enumeration

• CPE Common

Platform
Enumeration

• CAPEC Common Attack

Pattern Enumeration
and Classification

• MAEC Malware Attribute

Enumeration and
and Characterization



Define Rules
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• OVAL Open Vulnerability

and Assessment
Language

• XCCDF eXtensible Checklist

Configuration
Description Format

• OCIL Open Checklist

Interactive Language

• CVSS Common

Vulnerability Scoring
System

• OCRL Open Checklist

Reporting Language



Repositories

• OVAL Repository

• National Vulnerability Database (NVD)

• NIST: Security Content Automation Protocol 

(SCAP)

• National Checklist Program Repository

• Vendors: Microsoft, Red Hat, Novell, Debian

• United States Government Configuration Baseline 

(USGCB)
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Source: http://oval.mitre.org/repository/



The Security Content Automation Protocol (SCAP)

Areas addressed

• Automated configuration

• Vulnerability checking

• Patch checking

• Technical control of compliance activities

• Security measurement

SCAP makes use of:

XCCDF, OVAL, OCIL, CPE, CCE, CVE, and CVSS
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Example Controls
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• “Telnet has to be deactivated”

• “Undesired services should be disabled”

• “Backup procedure should be tested twice a year”

• “There should exist a reviewed emergency manual”



Types of Controls
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“Classical” Compliance Self Assessment
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Questionnaire
Coordinator

List of 
responsible
persons

Returned
question-
naires

List of
results

. . . 

List of question
to answer



Tool-based Self Assessment
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Define
questions

Results

. . . 

Answer
online



Rendering OVAL Definitions as Web Page
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Structure of an OVAL Document
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<?xml version="1.0" encoding="utf-8"?>
<oval_definitions ... >

<generator> ...  </generator>

<definitions> ... </definitions>

<tests> .. </tests>

<objects> .. </objects>

<states> … </states>

<variables> ... </variables>

</oval_definitions>



OVAL Objects (Examples)
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• User

• File

• Inferface

• Runlevel

• Uname

• (x)inetd

• Process

Unix gen.

• Package

• Network

Linux

• Registry

• Passwordpolicy

• Lockoutpolicy

• Auditeventpolicy

• File

• Fileeffectiverights

• User

• WMI

Windows

• Parameter

• Tablespace

• DB Link

• User

• Procedure

Oracle

• Environment
Variable

• File Hash

• File Content

general

• ISA

• Package

• Patch

• SMF

Solaris



Compliance Requirement (NSA Security Guide Windows XP)
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Corresponding OVAL Definition
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<definition id="oval:gov.nist.fdcc.xp:def:21"

version="1" class="compliance">

<metadata>

<title>Password Complexity Requirements</title>

<affected family="windows">

<platform>Microsoft Windows XP</platform>

</affected>

<reference source="http://cce.mitre.org" ref_id="CCE-2735-9"/>

<reference source="cce.mitre.org/version/4" ref_id="CCE-633"/>

<description>Passwords must meet complexity

requirements</description>

</metadata>

<criteria>

<extend_definition comment="Microsoft Windows XP is installed"

definition_ref="oval:gov.nist.fdcc.xp:def:2"/>

<criterion comment="Passwords must meet complexity requirements"

test_ref="oval:gov.nist.fdcc.xp:tst:17"/>

</criteria>

</definition>



Defining a Test
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<passwordpolicy_test

xmlns="http://oval.mitre.org/XMLSchema/oval-definitions-5#windows"

id="oval:gov.nist.fdcc.xp:tst:17"

version="1"

comment="Passwords must meet complexity requirements"

check_existence="at_least_one_exists"

check="all">

<object object_ref="oval:gov.nist.fdcc.xp:obj:8"/>

<state state_ref="oval:gov.nist.fdcc.xp:ste:22"/>

</passwordpolicy_test>

• Tests refer to an object

• States are optional; it is possible to define several states



Adding an Object and a State
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<passwordpolicy_object

xmlns="http://oval.mitre.org/XMLSchema/oval-definitions-5#windows"

id="oval:gov.nist.fdcc.xp:obj:8"

version="1"/>

<passwordpolicy_state

xmlns="http://oval.mitre.org/XMLSchema/oval-definitions-5#windows"

id="oval:gov.nist.fdcc.xp:ste:22"

version="1">

<password_complexity

datatype="boolean">true</password_complexity>

</passwordpolicy_state>

• States define the desired properties of the object



Details of the passwordpolicy_state
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Results of an Automated Check
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OVAL Use Cases

• Security advisory distribution

• Vulnerability assessment

• Malware detection

• Patch management

• Configuration management

• Auditing and centralized audit validation

• Security information management system (SIMS)

• System inventory

29



UPW Compliance Guard
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OVAL
schemata 

Systems
under test

SSH

OVAL
definitions

Browser-based
client (Flex)

DCOM

JDBC



Checking for Vulnerability CVE-2010-3962
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XCCDF Goals

• Document generation

• Expression of policy-aware configuration rules

• Support for conditionally applicable, complex, and 

compound rules

• Support for compliance report generation and scoring

• Support for customization and tailoring

33



XCCDF Data Model
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1. Benchmark

2. Item

named part of a benchmark

• Group

can hold other items

• Rule

holds check references

• Value

named data which can be 

tailored

3. Profile

references to Rule, Group, and

Value Objects



XCCDF Rule
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• XCCDF utilizes OVAL or OCIL

• CPE is used for identifying

systems



Applying XCCDF Benchmarks
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XCCDF
benchmark

Profile,
e.g. „HighSecurity“

System
under test

XCCDF
processing

• select / deselect

groups & rules
• adapt values

Check using
OVAL
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Advantages of Standards and Automation
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• Security content can be transferred easily

• Effort for checks is reduced drastically

• Expert knowledge is recorded as definitions

• Existing security guidance can be used easily

• Security checks are documented automatically

• Time for detection of security flaws is reduced

• Security becomes measurable

• Trends become visible



Results
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Conclusions
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• There are industry standards that make the automation of 

compliance requirements possible

• Automation of security checks increase the security level

• More systems can be checked

• Constant quality of checks

• Checks can be repeated as often as you like

• High level of transparency:

Management, IT operations, auditor, compliance & security 

officer
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