
Workshop: Digital Discovery with Bootable CDs – Part 1: 

WinFE
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WinFE
• forensic environment based on Windows

+ availability of system drivers
• starting from Windows 2008 / Vista SP1
• AIK is sufficient to build a WinFE CD
• Make sure you have a valid license from 

Microsoft to use your Boot-CD!!!
– http://www.microsoft.com/downloads/details.aspx?displaylang=de&FamilyID=94bb6e34-d890-4932-81a5-5b50c657de08

– paper „Troja“ / Troy Larson „How to Build Windows FE (Forensic 
Environment) with the Windows Preinstallation Environment 2.1“

– http://www.twine.com/item/113421dk0-g99/windows-fe
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WinFE
• install AIK 
• open AIK command line

• copype.cmd <architecture> <target>
– copype.cmd x86 G:\winFE_x86   [amd64|ia64]

©Dipl.-Inf. Holger Morgenstern, ö.b.u.v. EDV-Sachverständiger, Computer-Forensik, www.gutachten.info

http://www.gutachten.info/


WinFE
• AIK uses a .wim File to boot
• for configuration this has to be mounted:

– imagex /mountrw G:\winFE_x86\winpe.wim 1 G:\winFE_x86\mount

– (check the path if you can’t access the tools - ..\x86 should be included)
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WinFE
• install drivers

• peimg.exe /inf=<path to .inf> G:\winFE_x86\mount\Windows
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WinFE
• Where to get drivers? -> vendor, or:
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WinFE
• just unpack and include .inf

• Peimg.exe 
/inf=G:\driver\Marvell88SE61xx_PATAeSATA_V12046\Mar61xx\Disk\vista32\mv61xx.inf  
G:\winFE_x86\mount\Windows

©Dipl.-Inf. Holger Morgenstern, ö.b.u.v. EDV-Sachverständiger, Computer-Forensik, www.gutachten.info

http://www.gutachten.info/


WinFE
• Two registry keys to make PE into FE:

• G:\winFE_x86\mount\Windows\System32\config\
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WinFE
• HKEY_LOCAL_MACHINE\winfesystem\ 

ControlSet001\Services\MountMgr\ 
NoAutoMount = 1
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WinFE
• HKEY_LOCAL_MACHINE\winfesystem\ 

ControlSet001\Services\partmgr\Param 
eters                                                           

• SanPolicy = 3
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WinFE
• remove registry structure winfesystem:

• updates are written to the mounted 
.wim file
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WinFE
• Add your own forensic tools directory 

to the .wim…
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WinFE
• Commit all updates!!
• imagex.exe /unmount /commit G:\winFE_x86\mount

• The mount directory should be empty after that ;-)
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WinFE
• delete boot.wim in  

G:\winFE_x86\ISO\sources
• copy winpe.wim to 

G:\winFE_x86\ISO\sources and rename 
it to boot.wim

©Dipl.-Inf. Holger Morgenstern, ö.b.u.v. EDV-Sachverständiger, Computer-Forensik, www.gutachten.info

http://www.gutachten.info/


WinFE
• build an ISO image out of that
• oscdimg -n -m -o -bG:\winFE_x86\etfsboot.com 

G:\winFE_x86\ISO G:\winFE_x86\WinFE_x86.iso

• finally burn your WinFE CD…
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WinFE

©Dipl.-Inf. Holger Morgenstern, ö.b.u.v. EDV-Sachverständiger, Computer-Forensik, www.gutachten.info

http://www.gutachten.info/


WinFE

©Dipl.-Inf. Holger Morgenstern, ö.b.u.v. EDV-Sachverständiger, Computer-Forensik, www.gutachten.info

http://www.gutachten.info/


WinFE
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WinFE
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WinFE
• use diskpart to mange your drives
• some useful commands:

– LIST DISK | VOLUME
– Rescan
– Select Disk | VOLUME #
– Attributes disk | volume clear readonly
– Assign letter=?
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WinFE
• „Press any key to boot from CD / DVD “

– Be really fast ;-) or better, also in case of 
power failures:

– remove „bootfix.bin“ in the \ISO\boot 
directory before creating the ISO image
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WinFE
• FTK Imager

– Should be running without any installation, 
but the missed to mention that

– you have to copy „oledlg.dll“ from your  
C:\Windows\system32 to the FTK directory 
:-)
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WinFE
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WinFE
• Encase

– Should work, but internal path settings are 
a problem

– Workaround:
• Create a drive X on your local machine and 

install a new Encase onto it
• Copy the Encase directory then from drive X: 

to your mounted .wim – since WinFe mounts 
your tool folder to a ram drive X, Encase 
should be happy with it…
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WinFE
Let me stress again, this should be “Plan 

B”, just in case… the real project is 
clearly grml forensics, which is 
following now in the second part!
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