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Safety and protection matters

• Lots of news about threats 

and diseases.

• Which immunizations?

• Spreading new viruses.

• Public avail. information of 

unknown quality (web, rumors)

• Unable to prioritize infos

Being paranoid is no the solution!

Information is there and available but I'm not able to 

filter, prioritize them to define the right actions!
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How to deal with (IT) risks

I need to know the risks

Identify the risk factors 
(Likelihood, potential damage, potential targets etc.)

Define risk estimation

Define countermeasures

Define action plan
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Symantec Threat and Vulnerability Service Model

ProcessProcess
ManagementManagement

InformationInformation
ManagementManagement
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How to get risk related information?

Security Intelligence Services provide information on risks:

Threats
Vulnerabilities
Suspect internet behavior
Current attacks and Virus outbreaks 

Semiannual Internet Security Threat Report

What is DeepSight Threat Management System? 
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Why Security Intelligence helps Incident Management

Provides background information for incident management and 
forensics
(how an attack, virus etc. works)

Helps to find a proper individual risk rating to threats 
and incidents to prioritize actions
(we do not have unlimited resources)

Reactive to proactive approach in security area 
to minimize risk ( incidents)
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Threat & Vulnerability Mgmnt. vs. Incident Management

TVM
Proactive, tries to fix problems before they become an incident

IM
Reactive, manages mitigation of threats and incidents

Both deal with…
Technology
Assets
People
Process
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Treat and Vulnerability Management today

Surf the web to get information
Subscribe Intelligence Services (e.g. Symantec DeepSight ™)
Analysis of unstructured information (mainly mail notifications)
Correlate information 

new postings + all following updates 
find relations (vulnerabilities used in malicious codes)
Vulnerabilities and Malicious codes used in attacks

Define countermeasures
what to do? (e.g. patch)
where (technical)? (e.g. affected HW/SW)
where (geographical)?
who? (e.g. local admins)

Tracking activities (what has been done till when)
Reporting 
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Challenges in the TVM area

Information is available (mail, web), but not manageable, because…

…information is unstructured (e.g. email text)
…to many data sources
…no complex queries possible on information sources 
…individual ratings, comments etc. can not be added
…”rating mathematics” cannot be changed
…no individual reports available 

(e.g. get all vulnerabilities, that use port 80
get all patches for product X and version Y)

…information cannot be used automatically in other security solutions
( “Integration into Policy Compliance, SW-Rollout, Messaging etc.”)
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Challenges in management?

People who are responsible for availability are also responsible
for security. That does not work!
(Risk management is not an admin's job! Example: SQL Slammer)

Information coming via email does not give customers 
Knowledge-Base features on vulnerabilities and threats.
(New postings + x updates = information that is needed)

Information is flooding people that are under time pressure

Information is not provided on a need-to-know basis
(Useless information is annoying people who will start to ignore it)
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TVM Process

Provide Information

Decision

Notify on 
need-to-know basis

Information

Action

Verify & Supervise

TVMS System

Technology Owner / 
Service Provider

T&V Officer

Manager / CSO

Individual tools
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What a basic TVM System has to cover

Getting Information Classify, Priorize

Make Decision

Initiate Action
wait for more info,
decision pending

Inform on 
need-to-know basis

Feedback, Report

Add comments and notes

Inform, Notify, Alert

Generating Reports
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Symantec’s approach for a TVM System

Information Provider SOAP Access LAMP/WAMP*)

Server

T&V Infobase
and portal

Technical, process related 
and management reports

Internal process infos
and notes

101101101101101101

Notification

*) Linux/Windows, Apache, MySQL, PHP

• Ticket / Service Desk System
• Mail, SMS, Pager System
• Software Inventory
• Hardware Inventory
• LDAP
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Get an impression…

Data mining in data mines:
Important things are hidden
in the data forest.
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Get an impression

Same name, different technology, different risks, different mitigation.
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Information on need-to-know basis

Individual risk ratings by CERT
User individual technology filters
Tailored security advisories
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Get an impression

Need of well coordinated actions in a connected world.
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New threat scenario
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Vision

TVMS

AntivirusAntivirus

• Get details about virus
• Verify virus appearance
• Get report about virus 

appearance, that fulfill 
very specific filter 
settings (e.g. only 
keylogger)

FirewallFirewall

• New Vulnerability: 
Check all rules for 
relevant protocols and 
ports

• New rule:
Check against known 
vulnerabilities

Policy CompliancePolicy Compliance

• Check for relevant files,
configurations, 
Registry keys etc.

• Risk assessment on live 
data

Software InventorySoftware Inventory

• Report about vulnerable
software versions in the 
IT environment

• Notification on new 
incoming vulnerabilities 
based on affected and 
installed software

Inform 
and steer

…Intrusion Detection, Log Analysis, etc.

Verify
and report
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How Incident Management profits from this

Good TVM minimized risk less incidents

In case of an incident, useful information is available immediately:
technical background information
fine-tuning of security policies and compliance tools
who is potentially affected?
who are the people that need to involved in the mitigation?
who is protected and who isn't?
what is the situation outside of our organization?
etc.

Combined managent systems data (Policy Compliance, TVM, IM, 
Risk Management, SD, AV, FW etc.) allows to generate high level 
risk reports to the management 

Key Performance Indicators, Key Risk Indicators
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Success factors 

What are the key success factors to build 
successful processes?

Some tips…



Symantec Security Services Presentation  Title

Realize risk in a connected world 
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Built processes and solutions that are mature.

Processes needs to be understandable, accepted and proven.
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Realize that security is a speed game.

Proactive and reactive processes are worthless if they are too slow!
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Build effective processes that people understand
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Build the right teams - find the right partners.
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Thank you very much
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