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Overview

 PRISM is a tool which allows incident management.

e [ntroduction of PRISM
— Architecture
— Sensors
— Workflow and Escalationmodel
— Use-Cases
— Screenshots
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Motivation/
Problems of Computer Security Teams

e An increase of computer security incidents means an
Increase of administrative work for CSIRT Teams

« Massive infections with malicious software increase the
noise level in a network resulting in more IDS events

e Extrusion Detection becomes more difficult

* More reports from external CSIRTs about malicious
activity in the local network

Conseqguences

- Reduce the noise level in the computer security incidents
- Try to differentiate between qualified and unqualified computer security events
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Using conventional Helpdesksystems
for CSIRT tasks

* Very often, CSIRTs use a modified Helpdesksystem for handling the
computer security incidents.

« Components:
— Mail2TT-Gateway
— Queues for priorities to
— maybe: Self service terminal tells status of own TT
— maybe: Solution database
* missing:
— self service terminal with advanced functions
— automated assignment between incidents and solutions
— delegation of computer security incidents

- Development of the incident management tool PRISM:
(Portal for Reporting Incidents and Solution Management)
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PRISM architecture

e Modular System with well defined interfaces

* 0Open source components:
FreeBSD, Apache, MySQL, PERL

 |IDMEF is used for the

 Terminal for Administrators

o Self service terminal for end users

e Escalation paths

 Role model differentiates in users, admins and CSIRTs
o Support for solution finding
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Modular Architecture

external data sources

~

external support tools,
executive mechanisms
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Software module PRISM Core Software module
Receiver unit PRISM Core API graphical user !
«— “«—> interface
: offers service via
! preprocessing the access to the presentation of the :
incident data objects and methods incidents !
5 44 I i
| T PRISM database Incident Management |
| ;oo (MySQL) System i
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Prerequisites which have to be fullfilled
before an incident management can operate

Update Networks
resources for updating the end user systems in a network

 Tool for blocking hosts
a tool is needed implements disconnection of a host upon required:
block <IP>
unblock <IP>
(the update resources must be reachable though!)

 Tool for information about the institutions organizational structure
a tool to deliver information about the responsible computer administrators
and the head of departments of a given IP address

 Optional: atool to by-pass WWW queries to the incident management
the WWW-queries of an affected host shall be by-passed to the incident
management so that the user gains knowledge of the problems.
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PRISM sensors

* An incident report IDMEF sensor
(Intrusion Detection Message Exchange Format)

e several sensors are available:
— sophos virus detection mail gateway

— Intrusion Detection System Snort
* IDMEF-Aggregator flr Snort

— manual input of incidents via a WWW Iinterface
— DNS policies (if a host has no entry in the DNS db)
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Role- and escalation model

. Different Roles:
— end user in the role as a main user of a system
—  computer/network administrator of the sub network
—  CSIRT-Administrators

. Escalation Models

—  Class 1 - Level 1 this describes security incidents which have a low
risk to the organization.

— Class 1 - Level 2 An escalation to level 2 means that the end user
was not able to solve the problem himself and that now the computer
administrator which is responsible for the organization has to clear
the problem.

— Class 1 - Level 3 In case the computer administrator cannot fix the
problem in level 2, it is possible to increase the level to level 3 and to
have a CSIRT administrator supervising the incident.

—  Class 2 —all Levels incidents are those which have a significant
impact on the organization. These ones should not be solved from
users or network administrators but from the CIRT team. A security
incident of this class will never be in the scope of an end user.
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Example for a hierarchy of responsibility
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Workflow (no escalation)

computer security incident

PRISM preselection

block/remapping
user to the PRISM
GUI

Examination of the
incident
Pre-Classification

user solves the
security problem by
his own

CSIRT

user

network admin
Gl SIDAR IMF 2006

user cancels the
security alert by
himself
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Workflow (Escalation level 1)

the same security incident comes in again

PRISM preselection

block/remapping
user to the PRISM
GUI

admin uses
the prism gui
to get informed

Examination of the
incident
Pre-Classification

note which instructs
the user to address
himself to the admin

CSIRT Team

user

network admin
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admin solves the
security problem by
his own
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admin cancels the
security alert by
himself




Workflow (Escalation level 2)

the same computer incident enters the system again

PRISM preselection

block/remapping
user to the PRISM
GUI

Examination of the
incident
Pre-Classification

note which instructs
the user to address
himself to the admin

CSIRT Team

user

network admin
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CSIRT admin uses
the prism gui
to get informed

admin solves the
security problem by
his own

CSIRT admin cancels
the security alert by
himself




PC
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usage scenario: university

Lniversity's
Backbone

Intermet

Sensor | | PRISM | | UPdate-
server
&
Remedies
Al- AN AN-
Company | | Company | | Company

jochen.kaiser@rrze.uni-erlangen.de



Overview of the implementation
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Example Session (1) - Login

) RRZE Incident Management System (IMS) - Administration - Mozilla Firefox |Z||E|r5__<|

File Edit  “iew Go  Bookmarks  Tools  Help

QZI - [_:/\5 - @ |:| @ ||_| https: f firms loginglogin, coi = V| @ o |@, | \gﬁ

" Getting Started E.'. Latest Headlines | | Processlibrary.com - ... | | LED Deutsch-Englisch. ..

8 Incident Management Administration

\ - -]

To = .':jr =
)
Username
Willkommen zu FAL-IMS
Geben Sie lhre Benutzer- Password
daten ein, um Zugriff auf
daz Amdministrator
Irterface zu erhaltten. 5
Login

Dane
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Example Session (2) — main page

©) RRZE Incident Management System (IMS) - Administration - Mozilla Firefox

File  Edit Yiew Go

Bookmarks  Tools  Help

<§| - [_:> - @ I:I @ ||_| https: ifimswebappindesx. cgi

B¥ @ G,

Startzeite Konfiguration

“arfalle

Hilfe

|RRZE Incident Management / Startseite

“Yorfall Manager

83

Benutzer Manager

Hilte

’ Getting Started h._sJ, Latest Headlines | | ProcessLibrary.com - ... | | LEQ Deutsch-Englisch...

¥ Incident Management Administration

Zugriff auf alle Yorfille innerhalb Ihrer
Zustandigkeit.

Subnetzname Subnetz/qgroesse Subnetzbereich
S 131.188.11.0 -

win-ipyb-2 131.188.11.0/24 131.188.11.255

win-ipv6 131.188.10.0/24 131.188.10.0-

131.188.10.255

0 i o 48 Logout unrz111
B Hilfe:
Willkommen
Sie sind angemeldet als: unrzlill
Zugriffsherechtigung: Subnetzbetreuer

Daone

ims
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Example Session (3) — incident manager

File Edit Wiew Go Bookmarks Toaols  Help

<:E| - LC\) - g‘ O @ ‘\_l https: ffims.rrze.uni-erlangen.de/webappjincidents_manager.cgi | V| @ Go “Q, ‘ \%

’ Getting Started El Latest Headlines | | ProcessLibrary.com-... | | LEO Deutsch-Englisch...

$#8 Incident Management Administration -

Startseite Konfiguration Worfalle Hilfe: a &_J 1) & Logout unrz111
|RRZE Incident Management / orfalle -= “orfall Manager B Hilfe:

Filter:

Letzte selbst aufgelist Adresse
Aktualisierung losend g gesperrt
Incicert ek 2006-05-14 2006-05-15

1 testiesttest Motiication frieden gste.uni-erlangen de 131 185.4.54 malvware 141503 2630 v ® x

Sensor Hame des Systems Adresse Klassifikation  Eingegangen

Verstoss gegen
2 Filesharing und Malware  Snort Sensot IstmidsS gate uni-etlangen de 131.185.95.14  P2PMalvware/Chat
Richtlinie

2006-06-08 2006-06-15
01:49:29 20:21:14 7 X x

Verstoss gengen
3  FEiesharing und Malware Snort Sensor plato fim uni-erlangen de 13118819211 P2PMalvare/Chat
Richtlinie

2006-06-09 2006-06-15
oz1zm 201017 e x x

“erstoss gegen
4 [Filesharing und Malkwvare  Snort Sensor faLEm2 am uni-erlangen.de 13118810120 P2ZPMalvwareChat
Richtlinie

2006-06-03 2006-06-15
0220057 201017 > x x -

verstoss geden
5 Filesharing und Malkware  Snort Sensor faui200 informatik uni-erlangen.de. 131.188.32.20 P2PMalvwareChat
Richtliniz

2006-06-03 2006-08-03
02:09:36 02:09:35 o x x -

Werstoss gegen
6  Filesharing und Malvware  Snort Sensor wenus It uni-erlangen de 131183811030 P2PMalwareiChat
Richtlinie

2006-08-03 2008-06-09
01:4r14 014714 7 X x

Verstass gegen
WVerstoss gegen 2006-06-09 2006-05-09

7 Filzsharing und Makvare  Snort Sensar voyager st-peter stw uni-erlangende 131 18824132 P2PMalware/Chat 3 ) v x x
Richtlinie 01:47.09 01:47:09

SIS FEEET
“erstoss gegen 2006-06-09 2006-06-09

& ;I\Isfﬂ:;:;;ng und Malware  Snort Sensor wenew vk uni-erlangen de 131 185144193 P2PMalware/Chat 01:42:45 01:42:45 v x x

JErsi0ss Qegen
‘erstoss gegen 2006-06-03 2006-08-03

El ;I;’sﬂ::lr;ng und Malvvare  Snort Sensar Sty.mp uni-erlangen de 13118821620 P2PMalvarsChat 01:40:33 o01-40:33 v x x -

Verstoss gedqen
Verstoss geden 2006-08-03 2006-08-03

Filzsharing und Makware : - X 128 v =
10 ;I;’sﬂ:::ir;n unt Makvare  Snort Sensor coc11 chemie.uni-erlangen.de 13118812811 P2PMalwareiChat 01:38:00 01-36:00 x x 1

Display # Results 1 - 10 0f 2530

¥ 1 % Klicken Sie auf die Symbole, um Statusanderungen durchzufiihren.
v

Done ims.rrze.uni-erlangen.de (=

Gl SIDAR IMF 2006 jochen.kaiser@rrze.uni-erlangen.de



Example Session (4) — IDMEF raw

) RRZE Incident Management System (IMS) - &dn lla Firefox

Fle Edt Yew Go Dookmaks Tools Help
@-9- @ x @ [ hetpsssfimsjwebeppincident coi 8 0« [, | ‘5

[} LEO Deutsch-Englisch.

P Getting Started [ Latest Headlines | | ProcessLibrary.com -

# Incident Management A

Stertseite Kenfiguration wartélle Hife: 0oyt 0 832 Logout unrz111
[RRZE Incident Managsment / vortais - vortsl &" L gzxtw B Hite
G4
Meldung: | Subnetz Quelle Subrietz Ziel
<?xml wersion="1 0" encoding="UTF-8"7> -~
< |DOCTYPE IDMEF-Message PUBLIC "—-~IETF~-DTD RFC XXYX IDMEF vl 0-/EN" "idme
< IDMEF-Hessages
<hlert messageid="00004488B7E83903910000EEFDOOBO" »
<hnalyzer model="Cnort Sensor® analyzerid="snort@rosdrunnsr’ >
<Hode category="hosts'>
¢name’roadrunner . rrze uni-erlangen.ded name:
<iddress category="ipvd—addr®>
<address>131.188.2.22< address>
</hddress>
</Node»
< Analyzer:
<CreateTime ntpstamp="0xc8333608 0x0">2006-06-08-T23:49: 282« CreateTine>
<Source:
<Hode category="hosts'>
¢names lstnlS . gate uni—erlangen . de< name
<hddress category="ipwd-addr® >
<address>131 188 98 14< address>
{/hddress>
< Nodes
<~Source>
<Target»
<Node category="hosts"s
<namerresolving failed < nams>
<iddress category="ipvd-addr":
<address>255.285 . 285 255« address>
<shddress» b
< Node»
<-Target>
<Classification text="Verstoss gegen Filesharing und Halware Richtlinie" ¥
< |
ims (=)

hitps: fims/webapp/incident. caid
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Example Session (5) — Contact Persons

flle Edt View Go Bookmarks Took Help

@ - l_:) B %‘ \:\ @ [ ttpsifjimsjwebappfincident cqi gv| 0 =[G | ‘5

4 Getting Started (B4 Latest Headines | | Processlibrary.com - ... | | LEO Deutsch-Englisch...

Incident Management Administration

Startssite Wanfiguration Warfale Hilte

0 it 0 88 Logout unrz111

») Benutzer "
Soite B Hile

‘RRZE Incident Management / YYorfélle -= Yorfall

Meldung Subnetz Quelle! | Subnetz Ziel
ubnetzbetreuer Quelle

Subnetz
ariifie: 131.188.98.0/24
EBereich: 131,185,980 - 131,188.98.255
Mame: Istm
Institut: Lehrstuhl fidr Strémungsmechanik
Bemerkung:

1. DNS Administrator:

Marne: Dr. Dimos Trimis

E-Mail: Trirnis Dimosthenis@rzmail ni-gtlangen. de
Telefon: +43 9131 85-29490

Instibut: Lehrstuhl Fidr Strémungsmechanik

hitps:/fimsfwebappfincident. cgi# ims (5
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Example Session (6) — user page

Mozilla Firefox

Ele Edit Wiew Go Bookmatks Tools  Help

G- - & ) @) [0 hepsiftms.mrzs.unierlsngen.defwebeppicrsats.re (3 v © 6o [IGL | &

’ Getting Started Ed Latest Headlines || ProcessLibrary.com - ... || LEQ Deutsch-Englisch,
# Incident Management Adminis

Startsete  Konfiguration  Vorfdle  Hife 04l 088 Logout unrz111

|RRZE Incident Management [ ‘Yorfalle -= Vorfall -= Benutzer Sette "J “orschau B Speichern yﬁ«hbrechen g H
-

[+

g

b3

tio

Details der Seite, nem gesperrten Benutzer angez

Benutzer darf Yordefiniertes Remedy

aufldsen: auswahlen
Uberschritc [fherschrift
Erklarung
Erklérung
Anweisung
Anweisung:

Hilfreiche Links
Hilfrgiche Links:

Removal Tool Links
Removal Tool
Links: *

Strafandrohung

Strafancrohung:

Zusatzlicher Text
Zusdtzlicher
Texd:

v

< |

»
Done ims.rrze.uni-erlangen.de (=4
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Example Session (7) — solution selection

Gl SIDAR IMF 2006

Auswahl eines manuellen Remedies

Mzl are
Opzp
O Port=can

) ein DS Eirtrag

Speichern
Kategorien verwalten

¥ https:#fims.rrze.uni-erlangen. de - RRZE Incident Management... |;||§|E|

|T.Tberschrift test V|

13456="E"ERE W
45454 v

Abbrechen
Remedies verwalten

Done

ims.rrze.uni-etlangen.de (5
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Example Session (8) — WWW user page

ent Management System (IMS) - No tion - Mozilla Firefox

File Edit Mew Go Bookmarks Tools Help

<Z| - LL:’ - @ |:| @ ||_| https: }fimsjwebapp_personal{message. cgi =3 V| @ ao “Q, | @

’ Getting Started E.l Latest Headlines || Processlibrary.com-... | | LEQ Deutsch-Englisch...

# Incident Management System

L

[RRZE Incident Management / Vorfall Manager -» Vorfall ZTIEL AU Hilfe:
“orfall Manager

Ermittelte IP-Adresse: 131.186.30.106 Subnetzbetreuer Login

X

Erklirung fiir einen Incident mit Klassifikation: P2P Malware/Chat

fiir einen Inci mit Klassifikation: P2P/Malware/Chat

Dieshezigliche Informationen:
Hilfreicher Link 1 fir einen Incident mit Klassifikation: P2PhabawareiChat
Hilfreicher Link 2 fir einen Incident mit Klassifikation: P2PMalwareChat
Strafandrohung fiir einen Incident mit Klassifikation: P2P/Malware/Chat
Zusitzlicher Text fir einen Incident mit Klassifikation: P2PMalware/Chat

Wieitere Informationen:
Zusétzlicher Link 1 fir einen Incident mit Klazsifikation. P2PMalwareChat

Vorfall auflosen D Ich habe von dieser Machricht Kenntnis genommen

Done ims (7
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Conclusion and next steps

 PRISM is a comfortable tool for administration of security
Incidents with inclusion of the end user

 PRISM works, but not all prerequisites are fulfilled

Next steps:

* research and implementation of additional incident
evaluation methods

e gaining more experience through practical usage

* new research:
,Strategies for Evaluating computer security incidents®
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Future work:
Possible classification strategies

e to process a big number of security incidents, automated
processing has to be improved

e research has to be done which relevant (meta)
Information about the security incident is needed

rule based
security incident system
Scoring-
mechanisms classification of
manual security incidents
saved additional
information
Incoming Incident classification logic workflow logic
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