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Overview

• PRISM is a tool which allows incident management.

• Introduction of PRISM
– Architecture
– Sensors
– Workflow and Escalationmodel
– Use-Cases
– Screenshots
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Motivation/
Problems of Computer Security Teams

• An increase of computer security incidents means an 
increase of administrative work for CSIRT Teams

• Massive infections with malicious software increase the
noise level in a network resulting in more IDS events

• Extrusion Detection becomes more difficult
• More reports from external CSIRTs about malicious

activity in the local network

Consequences
Reduce the noise level in the computer security incidents
Try to differentiate between qualified and unqualified computer security events
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Using conventional Helpdesksystems
for CSIRT tasks

• Very often, CSIRTs use a modified Helpdesksystem for handling the 
computer security incidents.

• Components:
– Mail2TT-Gateway
– Queues for priorities to 
– maybe: Self service terminal tells status of own TT
– maybe: Solution database

• missing: 
– self service terminal with advanced functions
– automated assignment between incidents and solutions
– delegation of computer security incidents

Development of the incident management tool PRISM: 
(Portal for Reporting Incidents and Solution Management)



GI SIDAR IMF 2006 jochen.kaiser@rrze.uni-erlangen.de

PRISM architecture

• Modular System with well defined interfaces
• open source components: 

FreeBSD, Apache, MySQL, PERL
• IDMEF is used for the
• Terminal for Administrators 
• Self service terminal for end users
• Escalation paths
• Role model differentiates in users, admins and CSIRTs
• Support for solution finding
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Modular Architecture
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Prerequisites which have to be fullfilled
before an incident management can operate
• Update Networks

resources for updating the end user systems in a network

• Tool for blocking hosts
a tool is needed implements disconnection of a host upon required:
block <IP>
unblock <IP>
(the update resources must be reachable though!)

• Tool for information about the institutions organizational structure
a tool to deliver information about the responsible computer administrators 
and the head of departments of a given IP address

• Optional: a tool to by-pass WWW queries to the incident management
the WWW-queries of an affected host shall be by-passed to the incident 
management so that the user gains knowledge of the problems.
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PRISM sensors

• An incident report IDMEF sensor
(Intrusion Detection Message Exchange Format)

• several sensors are available:
– sophos virus detection mail gateway
– Intrusion Detection System Snort

• IDMEF-Aggregator für Snort

– manual input of incidents via a WWW interface
– DNS policies (if a host has no entry in the DNS db)
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Role- and escalation model

• Different Roles:
– end user in the role as a main user of a system
– computer/network administrator of the sub network
– CSIRT-Administrators

• Escalation Models
– Class 1 - Level 1 this describes security incidents which have a low 

risk to the organization. 
– Class 1 - Level 2 An escalation to level 2 means that the end user 

was not able to solve the problem himself and that now the computer 
administrator which is responsible for the organization has to clear 
the problem. 

– Class 1 - Level 3 In case the computer administrator cannot fix the 
problem in level 2, it is possible to increase the level to level 3 and to 
have a CSIRT administrator supervising the incident. 

– Class 2 – all Levels incidents are those which have a significant 
impact on the organization. These ones should not be solved from
users or network administrators but from the CIRT team. A security 
incident of this class will never be in the scope of an end user. 
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Example for a hierarchy of responsibility
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Project-
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the project

Project 
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Workflow (no escalation)
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Workflow (Escalation level 1)

the same security incident comes in again
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Workflow (Escalation level 2)

the same computer incident enters the system again
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usage scenario: university
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Overview of the implementation
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Example Session (1) - Login
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Example Session (2) – main page
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Example Session (3) – incident manager
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Example Session (4) – IDMEF raw
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Example Session (5) – Contact Persons
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Example Session (6) – user page
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Example Session (7) – solution selection
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Example Session (8) – WWW user page
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Conclusion and next steps

• PRISM is a comfortable tool for administration of security
incidents with inclusion of the end user

• PRISM works, but not all prerequisites are fulfilled

Next steps:
• research and implementation of additional incident

evaluation methods
• gaining more experience through practical usage
• new research:

„Strategies for Evaluating computer security incidents“
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Future work:
Possible classification strategies

• to process a big number of security incidents, automated
processing has to be improved

• research has to be done which relevant (meta) 
information about the security incident is needed

security incident

saved additional
information

rule based
system

classification of
security incidents

Scoring-
mechanisms

manual

...

Incoming Incident classification logic workflow logic
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