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CS Header (Metadaten)
/

CS-Container Container - z.B. flr Netflow v5/v7

Requirements for the Data Export

Flow Header
" Meta-Data

Flow Records

= Data Compression t= 5 min

= Protection of Sensitive Information

=  Capabilities for Configuration
Data Export

Developed CS-export mechanism support these features.

@tadata Examples: R

Flow Header

= |dentity of a Domain

= Environment of Sensor

= Data Format

= Business Sector belonging to Data
= Anonymizing Method

N _

Flow Records
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Example Export Policy
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# Fonfigqurationsdatei &S EexXport

<LOG FILE>

H
<EMNWVIRCONHMENT-
#

LOCATION:

#

<DATA CLASS:
#

<DURATICN>

#

<DATA FORMAT:

18.10.2006
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fwar/ log/os _export. log

DARENET, HONEYNET, NETWORE
HOMNEYMET

INTEFNET, DMZ, LAN
INTERNET

FLOW, NIDS 3, MNIDS i
NIDS 5

Lime in seconds
300

NETFLOW | ARGOZ | IDMEF
IDHMEF
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Example CS-Container

Show os file: Acarmentis-cs_spool darknet_mon/C3-200610031610-030288

Version: 1
organlsation_id: 123217736
environment : DAEEMET
location: INTEEWET
data_rclass: FLOW

data format: HETELOWS
sromode FLAIN

dst _mode: PSELIDO
creatlon time: 2006-10-03 13:10:00
duration: a00
flags: I
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Pseudonymization (1/2)
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Pseudonymization (2/2)
Example Cryptography-based Prefix-preserving Anonymization

Problem:

e HESE S A LOER ey Partner uses different Key

for Pseudonymization
12:07:54 TCP SO F R A TEnE SN e R .
13:08:02 TCP 70. 52.131.111:3075 -» 200.116.227 .2 IS RNIEIRUGaUIIEEEES
12:08:04 TCP 2.178. 39.234:1517 -> 200.118.193. between Partner is
12:08:06 ICME 2l 27 A2, 76 [ O i e impossible!
13:08:06 TCP Th. 20131 Ati-30y <% 200 118027 250 : 2
12:08:07 TCP 62.178. 39.234:1520 -» 200.118.193. B85: 4
12:08:10 TCP S0 Z7 s h dale: =x a0l e a8 @ el 1as 4 19326
13:08:10 TCP 195.174. 71. 95:4020 -» 222. 63.132. 43:445 1 41
12:08:10 TCP 220 e e T e T e e e R | R 356
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CarmentiS Analysts Workbench
Overview
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CarmentiS Analysts Workbench
View with Details
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CarmentiS Analysts Workbench
Creating Individual Queries
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CarmentiS Analysts Workbench
Editing Profiles for CarmentiS

Page 20
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Profile: scantcpudp1433 1434 “
Angriffe asuf 30L ports
Description:
Type: Continuavs
Start: |2uus-ne-m 0000
End: |2uus-ns-14-ns-3u
Last Update: |2nus-ns-14-ns-3u
Sources:
[proto tep and dst port 1433) or
. [proto udp and dst port 1434)
Filter:
Extended filter:
Size 1907 MEB
Max. size h%mhd :E
Expire: [never P
Status: Ok
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CarmentiS Analysts Workbench
Extensions with Plugins: Port Statistic
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CarmentiS Analysts Workbench
Extensions with Plugins: TOP IDS Signatures

 TCP Sid

TDF 5id ICHIP 5id Other Sid

la0

166

140

120

laa

8o

TCP Signatures

[=10]

40

20 |

Top 10 IDS Sighatures
B 21544

Sun Sep 10 09:10:00 2006 - Thu Sep 14 09:10:00 2006 - TCP Signatures ShowToplm "l Signatures

Sun

E 65527

Dizplay I ddays = I

Page 22

O 1042

I
now & 24 hours

Track Signature:

[
L4
| Add | Delete |

Skip Signature:

=
B

O 5003 W 2404 @ 21581 @O 21563 @ 22911 [0 21689 MW 21583 | Add| Delete|

Mon Tue Wed

T-axis: ® Linear  Log Type: ©* Stacked © Line
18.10.2006 B. Grobauer Corporate Technology / CT IC CERT



SIEMENS
Corporate Technology

Outlook

Copyright © Siemens AG 2006. All rights reserved.



SIEMENS

Conclusion and Outlook —
Experimenting with Correlation and Co-Operative Analysis

In conclusion CarmentiS provides a co-operative approach towards
situation awareness and early warning in the Internet.

Further experiments in collecting sensor data from several institutions,
correlating and co-operatively analyzing this data can begin.

Further research topics may be:
= Analyzing Consequences of Pseudonymization

= Analyzing the proper use of Sensor Meta Data
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