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Status Quo
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CarmentiS Center
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CS-Container 

Requirements for the Data Export

Meta-Data

Data Compression 

Protection of Sensitive Information

Capabilities for Configuration the 
Data Export

Metadata Examples:

Identity of a Domain
Environment of Sensor 
Data Format 
Business Sector belonging to Data
Anonymizing Method

Developed CS-export mechanism  support these features.
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Example Export Policy

. . .
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Example CS-Container
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Pseudonymization (1/2)
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Pseudonymization (2/2)
Example Cryptography-based Prefix-preserving Anonymization

Problem:

Partner uses different Key 
for Pseudonymization

Correlation of IP-Addresses 
between Partner is 

impossible!
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CarmentiS Analysts Workbench
Overview
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CarmentiS Analysts Workbench
View with Details
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CarmentiS Analysts Workbench
Creating Individual Queries 
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CarmentiS Analysts Workbench
Editing Profiles for CarmentiS
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CarmentiS Analysts Workbench
Extensions with PlugIns: Port Statistic
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CarmentiS Analysts Workbench
Extensions with PlugIns: TOP IDS Signatures
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Conclusion and Outlook –
Experimenting with Correlation and Co-Operative Analysis

In conclusion CarmentiS provides a co-operative approach towards 
situation awareness and early warning in the Internet. 

Further experiments in collecting sensor data from several institutions,
correlating and co-operatively analyzing this data can begin.

Further research topics may be: 

Analyzing Consequences of Pseudonymization 

Analyzing the proper use of Sensor Meta Data
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