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1 Computer Based Crime

Nothing new:
— standard computer fraud: miss-use of Eurocheque-Card

no legal definition, but
— Cybercrime Convention (2001)

Sections of the German penal code (StGB)

also:
— ,,Ebay-Fraud*
— Computer hardware as a weapon

12.09.2007 IT based crime 4 STustst




Statistics:
Computer Based Crime

arfasste Fille Computerhriminalitit
0 000 I
79 000 [
| | L
y L 8
& 00D -
T i .__.ﬂf "
0 00
; E
1 -'—i 1
43 O30 -
<+ | F ==
i 4 I/‘ E
300D
1 ;.,-ll-f Y
20000 ;:f
1 0D T
> st
EEEBE e g2 EEEESEERE B
= _:-"E e~ e~ o = s« == = RN~ S~ N~ -~ T~ T ~ S~ T =~ T~ |
Himwrets: 15E7 — 1590 alte Licder
1501 — 15402 alte Lacder mit Barlin
& 1203 Bumdaszehist Insgesam
1008

12.09.2007

—i— Conputethrimimalitat {86700
darumrer:

—aile— ‘715 2001 Beoag mortels rechiswidng
erimezier Farten fr Galdansgaba-
orw . Easzenmsomanan;
alb T002: Beoag nurtels rechtswidng
erlmneier Debitkamen mat PO (516357

Weeen zusarzlicher Avfhabhmea von Bemeg mit Fupanpshemechosimzen ru Kommarikatronsdiensten (Schlnsse]l- 3178

ist ain Verglaich der Compuierkrirminalisat (80700} zum Vorjahr beeintrachaizt.

IT based crime



Statistics:
Charges, Success Rates

Fallentwicklung und Aufkliirung (Tabelle 01)

« Fraud

« Fake of data
« Sabotage

« Spying out
* piracy
12.09.2007

Bereich: Bundesgebiet insgesamt

337
Sehliis- Steaftaten| gruppen) etrfasste Fille Avfldammgsquote
zel 2006 2003 2006 20035
8070 |Computerkriminalitit 50 149 62186 47.1 48.1
davon:
5163 Betrug mittels rechtswidrig erlangter Debitkarten 27 347 322321 4006 40,9
mit PIN
5175 Computerbetrug -§263a StGB- 16211 15875 480 487
5179 Betrug mit Zugangsberechtigungen mu 5822 5788 577 64.4
Kommunikatnonsdiensten
5430 Filschung beweiserheblicher Daten. Tanschung im 2 460 1012 440 46,7
Bechtsverkehs bei Datenverarbettung -§§ 262, 270
51GB-
6742 Datenverinderung, Computersabotage 1672 16091 200 359
-5§ 303a, 3031 51GB-
G780 Ausspihen von Daten 2990 2366 438 22
7151 Softwarepiraterie (private Anwendung z.B. 1 920 2667 967 08,7
Computerspiele)
7152 Softwarepiraterie in Form gewerbsmiligen 727 637 983 06,9
Handelns
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2 Computer Based Crime:
Example ,,Phishing*

« Cases 1n 2006 in Germany: 3.250
« Damage caused by phishing: 13 millions Euro

« Regions of origin:

Phishing Sites By Country of Host, July 2007 PI'IF;HTNK'

Graat Britein 1% " Russia 8%
Gal a
France 5% Romania

U“it&d Statﬂs 36% H"?Em . China ;:;Hmm Japan 7%

Al Other Countrles < 2%
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2.1 Phishing: Phases

Production of a faked web-site, dispatch of (spam) email

Input of access data (by owner of account)

Unauthorized use of data

Transfer via Western Union
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2.2. Applicable Penal Code

- Bulding a web page, dispatch of e-mails
— Preparation of a computer fraud (§§263a, 22 StGB)
— Falsification of proof-considerable dates (§ 269 StGB)
— Spy out from dates (§ 202a StGB)
— Computer fraud (§ 263a StGB)
— (Preparation of a) Deception (§ 263 StGB)
— Trade Mark Right Offences ( 143 MarkenG)

 Input of data by account holder: none

« Absuse of access dates
— Computer fraud (§ 263a StGB)

« Forwarding of Money
— Money laundry (§ 261 StGB)
— Assistance to computer fraud (§§ 263a, 27 StGB)
— Illegal financial services (§ 54 KWG)
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3 Determination of Facts

« Phisher
— By tracking transaction dates (IP)

« difficult
« Financial Agent
— By tracking the transaction dates (money)
« Easy
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4 IT Forensics

« Determination in data networks
— Shortening of the memory period

« Determination in local computers
— access barriers
— encryption of the dates
— big memory sizes
— networking systems
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5 Legal Questions
with Private Investigations

« Police statistics <-> real world

e Indicate criminal offence?

— (no)
— Exception: § 138 StGB
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Punishability of ,,white* hacking

« Since Aug. 11, 2007: new German penal code
— § 203¢ StGB

« Legal
— Software for Testing (,,dual use*) or Protect a (own)
System

 Ophcrack, Nessus, Nmap, Keylogger

« Illegal:
— Virus Construction Kit
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6 Problems with Determinations
by Law Enforcement Agencies

« 1nternational judicial assistance
— (G-8: Combating Transnational Organized Crime
« Principles on Transborder Access to Stored Computer Data and
Acessing Data Stored in a Foreign State
— Cyber Crime Convention
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International Judicial Assistance - Rules
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Online search -
Information Procurement

« no applicable law (Sep. 2007)
« draft bill (Federal Criminal Police Office‘s act (Germany)

= BKA-Gesetz): § 20k:
— ,,Heimlicher Zugriff auf informationstechnische
Systeme* — sneaking access on IT-systems
- Example: Key-Logger
— purpose: averting of a danger, anti terrorism
— not: criminal prosecution

« will not be means of criminal prosecutor (for the time being)
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7 And the Future ...?

"Hello. I come from the German
Bank. Chiselers try again and

again to attain account . :
information. The newest trick 1s htip://www.heise.de/

that people, who aren’t aparently ct/schlags ezt.e/ 06/20/
bank employees, go from door to gross.jpg

door, in order to spy account data.

Therefore we had to change your

accounts. Please give me all your

passbooks. We will update these

for you free of charge."
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